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1
Decision/action requested

SA3 is kindly requested to accept the proposed key issue as in section 5 into TR33.814 v0.1.0.
2
References
[1]


3GPP TR 33.814 v 0.1.0: “Study on the Security of the Enhancement to the 5GC Location Services”.
3
Rationale

This contribution proposes to add a key issue " Security protection of Location service exposure " into TR33.814.
We kindly propose SA3 to agree the following pCR.
4
Detailed proposal

*************** Start of Change 1 ****************
5.X
Key Issue #X: Security protection of location service exposure
5.X.1
Key issue details

In SA2 TR 23.731, the key issue on location service exposure is identified. Location service exposure is to allow the authorized external parties to obtain the UE location to enable their application and services, and location service exposure  needs to comply with privacy and security regulation. It is expected that location service exposure is supported by 5G system.
Since location service is supposed to be available to the third parties for their applications and services, the security protection of location service exposure shall be provided.
5.X.2
Security threats

Location service exposure may provide attackers with the opportunity to track the users, or even launch personal attacks on the users.
5.X.3
Potential security requirements
Location service exposure function should be protected against unauthorized access or eavesdropping.
*************** END of Change 1 ****************
